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Office of the Chief Information Officer 

Privacy Impact Assessment: 
 IMLS Freedom of Information Act (FOIA)  

November 5, 2015 

1 Overview 

The Freedom of Information Act (FOIA) is a federal law established in 1966 to give private 
citizens greater access to government information. It requires that federal agencies disclose 
the fullest possible amount of information to the public, subject to certain exemptions. It 
allows individuals access to federal agency records about themselves. It requires that 
personal information in agency files be accurate, complete, relevant, and timely. 
Additionally, each agency must publish a description of each system of records maintained 
by the agency that contain personal information. FOIA requests may be used to obtain 
"agency records," which include a wide variety of documents and other materials (including 
print, photographic, and electronic formats) that were created or obtained by a Federal 
agency and are, at the time the FOIA request is filed, in the agency’s possession and control. 
However, FOIA excludes certain categories of records from disclosure, including materials 
related to national security, internal agency rules, proprietary business information, inter- 
and intra-agency communications that are protected by legal privileges, and personal 
privacy. IMLS makes every effort to respond to your request as quickly as possible. The 
law requires that federal agencies respond to you within 20 days of the receipt of the request, 
excluding weekends and holidays. Especially complex or voluminous requests may need 
additional time. If your request cannot be answered within the twenty day period, you will 
be contacted to either narrow your request to allow for a timelier response, or to accept a 
delay in delivery. If your FOIA request is denied, you have the right to appeal to the head 
of the agency. You may also appeal the following decisions regarding your request: a 
decision to withhold materials; a rejection of a fee waiver request; the type or amount of 
fees charged; or for any other type of adverse determination. The FOIA Database tracks and 
reports all the information involved in the process. 

* This reporting system includes statistics, data and narrative reports on how many 
requests we received and processed each Fiscal Year. The report information provides 
IMLS with rich data about the requesters contact details, when the requests came, 
when we responded, and the responds given and all the relevant details. 
 

2 Data Collection 
Privacy Criteria  Descriptive Response  
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Information type to be collected 
or processed by the FOIA.  

The FOIA includes name, business address, home address (in 
some cases) e-mail, work and home (in some cases) telephone 
numbers. 

Sources of the information in the 
system  

Information provided by individuals which is recorded from 
the request we receive.  

3 Access to Data 
Individuals who have access to the data are: system administrators, FOIA Compliance 
Office members, and developers.  Access to the system is limited to by a number of 
security measures.  IMLS adheres to a “least privilege” policy for access to the FOIA 
Database. 

Privacy Criteria  Descriptive Response  

Authorized Users Only authorized internal users have access to FOIA.   Access to the 
FOIA Database is established based on the supervisor’s request for a 
staff member or contractor based on several levels of access. Accounts 
are reauthorized annually by supervisors.  Upon separation from the 
agency or the end of a contract, both the FOIA Database and the 
network account are disabled.  Network accounts are removed within a 
specified time after separation. 
 
Public has no access to the data within the FOIA. But they can see the 
yearly FOIA report which details statistics which is published in our 
IMLS website. 

Least Use Policy  The internal users who have access to FOIA are restricted on the 
functions they need to conduct their job responsibilities.  Specific 
folder access roles have only the permissions required to complete their 
FOIA responsibilities.  

Control of data access IMLS users’ access to FOIA information is limited to the permissions 
assigned them by their supervisor, with review by system 
administrators.  

Access by other systems  No other systems access the FOIA database.  

4 Retention and Accuracy of Data 
Privacy Criteria  Descriptive Response  

Retention periods of data in 
this system  

FOIA physical data related to requests and replies are shredded which 
are older than six years. We still retain all the records in the database.  
We implemented the option to hide records which are older than six 
years from showing up in the reports. IMLS needs to conduct further 
analysis of the need to maintain a record regarding individuals 
associated with queries after the task is completed and which are past 
three years and there is no appeal filed on the request.  
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Eliminating data after the 
retention period  

At this point, FOIA data has never been archived. The records which 
are older than six years are hidden from showing up on the reports.  
Discussions are going on with the Records management team on 
implementing the policy on retention of records. Future plans include 
electronically archiving records automatically.  

Accuracy of data  Each requester has to submit the basic information about them when 
they submit the requests. Updated requester information is provided 
voluntarily by the individual if it changes in between the process of 
providing the information.  IMLS staff is responsible for entering 
updated information. 

 

5 Security 
Descriptive Response 
IMLS-Administrator 

Only IMLS-Administrator has admin level access to the FOIA Database location. 

FOIA Compliance Office members 

The respective members of the team with the approval from the supervisor have permission to the 
FOIA Database location. 
Developer 

Developer access the Database on a need basis. When the team needs to update the features, or the new 
versions from Microsoft, updates need to be done. 

6 Authority 
Assignment Name and Title 
System Owner Mae Ridges, Senior Paralegal Specialist OGC 
Information Security Officer Alfred Jackson, IT Specialist - CISO 
System Manager Bixa Kurian, Database Administrator 
System Sponsor/Privacy Officer Stephanie Burwell, CIO 

7 Assessment Analysis 
The FOIA does not contain information of a highly sensitive nature about individuals.  
Most information for individuals is the basic contact information needed for giving the 
information they have requested.  IMLS has established appropriate controls for access to 
information, based on its level of sensitivity. 
 
IMLS needs to do further analysis in two potentially vulnerable areas: 

• IMLS does not have procedures in place to automatically enter the requests 
into the database when they submit an online query.    

• IMLS needs to work on replacing this Access Database with SQL Database 
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and create a web interface to control, monitor and reporting. 
 

8 Signatures 
Assignment Signature 
IMLS Staff member who performed this PIA. Stephanie Burwell 
This system is: Approved 
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